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0. Preamble

0.1. Definition of Terms

Membe
A Member is an individual who has agreed to the @A€ommunity AgreemenCCA) and
has created successfully a CAcert login accourtherCAcert web site.

Assuranc
Assurance is the process by which a Member of GAZCemmunity (Assurer) identifies an
individual (Assuree).

Prospective Memb
An individual who participates in the process osAsnce, but has not yet created a CAcert
login account.

Name
A Name is the full name of an individual.

Secondary Distinguishing Feature
An additional personal data item of the Member #satists discrimination from Members
with similar full names. (Currently this is the Raif Birth (DoB).)

0.2. The CAcert Web of Trust

In face-to-face meetings, an Assurer allocatesnalyen of Assurance Points to the Member being
Assured. CAcert combines the Assurance PointsargimbalWeb-of-Trus{or "WoT").

CAcert explicitly chooses to meet its various gdmisonstruction of a Web-of-Trust of all
Members.

0.3. Related Documentation

Documentation on Assurance is split between thsufence Policy (AP) and tiessurance
Handbook The policy is controlled by Configuration Contfpecification CCS under Policy on
Policy (PoP policy document regime. Because Assurance ictwvesarea, much of the practice is
handed over to the Assurance Handbook, which ismointrolled policy document, and can more
easily respond to experience and circumstancesalso more readable.

See also Organisation Assurance Pol@pP) and CAcert Policy Statemer@iPS.

1. Assurance Purpose



The purpose of Assurance is to add confidencedmsurance Statement made by the CA
Community of a Member.

With sufficient assurances, a Member may: (a) issutficates with their assured Name included,

(b) participate in assuring others, and (c) otlkedated activities. The strength of these activiiges
based on the strength of the assurance.

1.1.The Assurance Statement
The Assurance Statement makes the following claibmit a person:

1. The person is a bona fide Member. In other wdtasperson is a member of the CAcert
Community as defined by the CAcert Community AgreatrCCA);

2. The Member has a (login) account with CAcert'dioa registration and service system,;
3. The Member can be determined from any CAcerifoate issued by the Account;

4. The Member is bound into CAcert's Arbitrationda$ined by the CAcert Community
Agreement;

5. Some personal details of the Member are knov@Aoert: the individual Name(s), primary
and other listed individual email address(es), sdaoy distinguishing feature (e.g. DoB).

The confidence level of the Assurance Statemesxpsessed by the Assurance Points.
1.2.Relying Party Statement

The primary goal of the Assurance Statement isHerexpress purpose of certificates to meet the
needs of th&elying Party Statemenwhich latter is found in the Certification PraetiStatement
(CPS.

When a certificate is issued, some of the Assur&taement may be incorporated, e.g. Name.
Other parts may be implied, e.g. Membership, eaacbunt and status. They all are part of the
Relying Party Stateme. In short, this means that other Members of then@anity may rely on

the information verified by Assurance and foundhe certificate.

In particular, certificates are sometimes considi¢oeprovide reliable indications of e.g. the

Member's Name and email address. The nature ofr&sse, the number of Assurance Points, and
other policies and processes should be underswbhigations on any reliance.

2. The Member

2.1. The Member's Name

At least one individual Name is recorded in the Ndens CAcert login account. The general
standard of a Name is:

e The Name should be recorded as written in a goventyissued photo identity document
(ID).

e The Name should be recorded as completely as pess$iat is, including all middle name



any titles and extensions, without abbreviationsl, &ithout transliteration of characte
e The Name is recorded as a string of charactergdeacin unicode transformation format.
2.2. Multiple Names and variations
In order to handle the contradictions in the abgeeeral standard, a Member may record multiple
Names or multiple variations of a Name in her CAcatine Account. Examples of variatio

include married names, variations of initials e$ffior middle names, abbreviations of a first name,
different language or country variations, and tlisgrstions of characters in a name.

2.3. Status and Capabilities
A Name which has reached the level of 50 Assur&uiets is defined as an Assured Name. An

Assured Name can be used in a certificate issugdidmert. A Member with at least one Assured
Name has reached the Assured Member status. Adalittapabilities are described in Table

Table 1: Assurance Capability

Minimum
Assurance| Capability | Status Comment
Points

0 Request | Prospectivg Individual taking part of an Assurance, whd

Assurance| Member | does not have created a CAcert login accopnt
(yet). The allocation of Assurance Points ig
awaiting login account creation.

0 Request | Member | Although the Member's details are recordefl
unnamed in the account, they are not highly assured
certificates|

50 Request | Assured | Statements of Assurance: the Name is asspured
named Member [to 50 Assurance Points or more
certificates|

100 Become | Prospectivg Assured to 100 Assurance Points (or more) on
an Assurer| Assurer at least one Name, and passing the Assurgr
Challenge.

A Member may check the status of another Membeeaally for an assurance process. Status
may be implied from information in a certificatend number of Assurance Points for each Mer
is not published.

The CAcert Policy Statemen€P and other policies may list other capabilitiesttiely on
Assurance Points.

3. The Assurer

An Assurer is a Member with the following:

e Is assured to a minimum of 100 Assurance Pa



o Has passed the CAcert Assurer Challel
The Assurer Challenge is administered by the Edutdieam on behalf of the Assurance Officer.
3.1. The Obligations of the Assurer
The Assurer is obliged to:

¢ Follow this Assurance Policy;

o Follow any additional rules of detail laid out hetCAcert Assurance Officer;

Be guided by the CAceAssurance Handbodh their judgement;

Make a good faith effort at identifying and veriigi Members;

Maintain the documentation on each Assurance;

o Deliver documentation to Arbitration, or as othesevdirected by the Arbitrator;

Keep up-to-date with developments within the CA€tnmunity.

4. The Assurance

4.1. The Assurance Process
The Assurer conducts the process of Assuranceeaith Member.
The process consists of:

1. Voluntary agreement by both Assurer and Memb&rospective Member to conduct the
Assurance;

2. Personal meeting of Assurer and Member or Praispedember;
3. Recording of essential details on CAcert AssugdProgramme form;

4. Examination of Identity documents by Assurer geadfication of recorded details (the Name
(s) and Secondary Distinguishing Feature, e.g.,)DoB

5. Allocation of Assurance Points by Assurer;
6. Optional: supervision of reciprocal Assurance enbyg Assuree (Mutual Assurance);
7. Safekeeping of the CAcert Assurance Progran®dd>) forms by Assurer.
4.2. Mutual Assurance
Mutual Assurance follows the principle of reciptgciThis means that the Assurance may be two-

way, and that each member participating in the Asssze procedure should be able to show
evidence of their identity to the oth



In the event that an Assurer is assured by a Memhberis not certified as an Assurer, the Ass
supervises the Assurance procedure and process eagponsible for the results.

Reciprocity maintains a balance between the (neahber and the Assurer, and reduces any sense
of power. It is also an important aid to the assoeatraining for future Assurers.

4.3. Assurance Points

The Assurance applies Assurance Points to each Erewlich measure the increase of confide
in the Statement (above). Assurance Points shalbeninterpreted for any other purpose. Note
that, even though they are sometimes referred Wedsof-Trus{Assurance) Points, dirust
Points, the meaning of the word 'Trust' is not wlefiined.

Assurance Points Allocatis

An Assurer can allocate a number of Assurance BPtanthe Member according to the Assurer's
experience (Experience Point system, see belove) .allbcation of the maximum means that the
Assurer is 100% confident in the information presen

¢ Detail on form, system, documents, person in aGue;

o Sufficient quality identity documents have beencbieel;

e Assurer's familiarity with identity documents;

e The Assurance Statement is confirmed.
Any lesser confidence should result in less Asstedtoints for a Name. If the Assurer has no
confidence in the information presented, thern Assurance Points may be allocated by the
Assurer. For example, this may happen if the idgdibcuments are totally unfamiliar to the
Assurer. The number of Assurance Points femroto maximums guided by the Assurance
Handbook and the judgement of the Assurer. If tihereegative confidence the Assurer should
consider filing a dispute.
Multiple Names should be allocated Assurance Pamatspendently within a single Assurance.
A Member who is not an Assurer may award an Assararreciprocal process a maximum of 2
Assurance Points, according to her judgement. T¢gifer should strive to have the Member
allocate according to the Member's judgement, téendan the cautious side; the Member new to
the assurance process should allozate Assurance Points until she gains some confidence i
what is happening.

In general, for a Member to reach 50 Assurancet®dine Member must have participated in at
least two assurances, and at least one Name wal Ib@en assured to that level.

To reach 100 Assurance Points, at least one Narte &ssured Member must have been assured
at least three times.

The maximum number of Assurance Points which caallbeated for an Assurance under this
policy and under any act under any Subsidiary Rdbelow) is 50 Assurance Points.

4.4. Experience Points

The maximum number of Assurance Points that magweeded by an Assurer is determined by



Experience Points of the Assur

Table 2: Maximum of Assurance Points

Assurer's |Allocatable
ExperiencgAssurance
Points Points
0 10
10 15
20 20
30 25
40 30
>=50 35

An Assurer is given a maximum of 2 Experience Pofat every completed Assurance. On
reaching Assurer status, the Experience Pointsadtar(zero).

Less Experience Points (1) may be given for massii@ce events, where each Assurance is
quicker.

Additional Experience Points may be granted temjgrar permanently to an Assurer by CAcert
Inc.'s Committee (board), on recommendation froemAksurance Officer.

Experience Points are not to be confused with Asste Points.

4.5. CAcert Assurance Programme (CAP) form

The CAcert Assurance Programn@AP) form requests the following details of each Memtre
Prospective Member:

Name(s), as recorded in the on-line account;
Primary email address, as recorded in the on-liceunt;

Secondary Distinguishing Feature, as recordeddrothiline account (normally, date of
birth);

Statement of agreement with the CAcert Communitye&gent;
Permission to the Assurer to conduct the Assurémecpiired for privacy reasons);

Date and signature of the Assuree.

The CAP form requests the following details of Assurer:

¢ At least one Name as recorded in the on-line adoofuthhe Assurer;

e Assurance Points for each Name in the identity dwmni(s);

Statement of Assuranc



o Optional: If the Assurance is reciprocal, then Assurer's email address and Seconi
Distinguishing Feature are required as well;

o Date, location of Assurance and signature of Agsure

The CAP forms are to be kept at least for 7 yegrthé Assurer.

5. The Assurance Officer

The Committee (board) of CAcert Inc. appoints asukance Officer with the following
responsibilities:

¢ Reporting to the Committee and advising on all eratto do with Assurance;

¢ Training and testing of Assurers, in associatiothhwhe Education Team;

o Updating this Assurance Policy, under the procetsbéished by Policy on Policy?(B);

o Management of all Subsidiary Policies (see belmw)yNssurances, under Policy on Policy;
e Managing and creating rules of detail or procedunere inappropriate for policies;

¢ Incorporating rulings from Arbitration into poli@geprocedures or guidelines;

¢ Assisting the Arbitrator in any requests;

e Managing the Assurer Handbook;

e Maintaining a sufficient strength in the Assurapcecess (web-of-trust) to meet the agreed
needs of the Community.

6. Subsidiary Policies

The Assurance Officer manages various exceptiodsdditional processes. Each must be covered
by an approved Subsidiary Policy (refer to PoliayRolicy => CAcert Official Document COD1).
Subsidiary Policies specify any additional testkrmdwledge required and variations to process
documentation, within the general standard staged.h

6.1. Standard

Each Subsidiary Policy must augment and improvegéreral standards in this Assurance Policy.
It is the responsibility of each Subsidiary Polioydescribe how it maintains and improves the
specific and overall goals. It must describe exomgtand potential areas of risk.

6.2. High Risk Applications
In addition to the Assurance or Experience Poiatiegs set here and in other subsidiary policies,
the Assurance Officer or policies can designateageapplications as high risk. If so, additional

measures may be added to the Assurance procespéudically address the risks.

Additional measures may incluc



Additional information can be required in procesassurance

o unique numbers of identity documents,

o photocopy of identity documents,

o photo of User,

o address of User.

Additional Information is to be kept by Assurertaghed to CAcert Assurance Programme
(CAP) form. Assurance Points allocation by this assteas unchanged. User's CAcert login
account should be annotated to record type of iadditinformation;

Arbitration:
o Member to participate in Arbitration. This confirtieeir acceptance of the forum as
well as trains in the process and import,
o Member to file Arbitration to present case. Thiswk Arbitrator as final authority;
Additional training;
Member to be Assurer (at least 100 Assurance Pandpassed Assurer Challenge);

Member agrees to additional specific agreement(s);

Additional checking/auditing of systems data by €@Acsupport administrators.

Applications that might attract additional measunetude code-signing certificates and
administration roles.

7. Privacy

CAcert is a "privacy" organisation, and takes thegey of its Members seriously. The process
maintains the security and privacy of both parties.

Information is collected primarily to make claimghin the certificates requested by users and to
contact the Members. It is used secondarily faning, testing, administration and other internal
purposes.

The Member's information can be accessed undeg tiesimstances:

Under Arbitrator ruling, in a duly filed disput®iSpute Resolution Policy> COD7);

e An Assurer in the process of an Assurance, as ptedhon the CAcert Assurance Progran

(CAP) form;

o CAcert support administration and CAcert systenmiagstration when operating under the

authority of Arbitrator or under CAcert policy.
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