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2.1 Assurance Practice - CATS

How many have passed the CATS Test?

CAcert



2.1 Assurance Practice - CATS

 CATS: CAcert Automated Training System
* 80% of 25 multi-choice questions

* The First Challenge:
Install a client certificate
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2.2.1 Assurance Practice — Names: Strict Rules

Ala

8bit — 7bit
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2.2.2 Assurance Practice — Names: Relaxed

« Samples ,Relaxed Rules”
 NL Tussenvoegsels

* NL Common Short Givennames
Immanuel — Mendel

e digraphs — 1] &V, ph«f
* GR greek Givennames variations
* FR LASTNAME, Givenname

e CH too. often w/o comma

CAcert



2.2.2 Assurance Practice — Names: Relaxed

* International Requirements
forces CAcert to go the ,Relaxed” way

* Main Question:
Can we bring the member into Arbitration?

e Did I, as the Assurer, note all names from
the ID docs”? (Documentation!)

* Then: we're still on the save side!

CAcert



2.2.2 Assurance Practice — Names: Relaxed

« Can we handle names with the
,Strict Rules™?

 [f YES: finished

* [f NO: continue with ,Relaxed Rules”
» Related ,Relaxed Rule” found ?

 [f YES: finished

 [f NO: probably a case for Arbitration?

 More on ,Relaxed Rules”: see
PracticeOnNames
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2.3 Double Check!




2.3 Assurance Practice — Double Check

 \We check twicel!!

* Meeting: IDdoc <« CAP form
* Check all name rules

CAcer

.....

 @Home  CAP form < Account
* Check all name rules

CAcert




2.3 Assurance Practice — Double Check

Sample: Transliteration

i iy
o,
S

»»»»»»
Urch gy okt

-------

ez an ol e

Document CAP-Form Account
O — 0 — 0 permited
O — 0O — OE permited
O — OE -0 prohibited
OE — 0 — ... prohibited

,prohibited” means:
Stop Assurance!

CAcert



2.3 Assurance Practice - Documentation

» Complete Documentation is ESSENTIAL

 \Write down all names and
variations from several ID documents.

* Note variations as seen in the ID doxs !
* |dentify: Givenname(s), Lasthame(s)

e Use backside of the CAP form

CAcert



Exact full name on the

[LLIRICH

(type of ID shown) max 35

Pns:par)‘

Email address: a LR .‘C‘!’. FAS e W LT Date of Birth (yyyy-mm-dd)

Added note by the Assurer

CAcert
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2.4 Assurance Practice - Signatures

* Most of us are no graphologists

* Assuree signs under the eyes of the Assurer

* Signature may vary from time to time

 Verification with secondary documents
(Creditcard, Bank card, ...)

» ,Sign equal as ..." is unprofessionell
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2.5 Dates




2.5 Assurance Practice - Dates

* 50% Error rate in Audit 2009
* 3 Steps to check dates:

1. Date Format, check YEAR to YEAR,
MONTH to MONTH, DAY to DAY
=> 1985/06/09 1985-09-06 06.09.1987

2. Check number by number
=> Disorders? 01 < 10...

3. Write down the MONTH in letters
=> 04 — Apr

CAcert
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EUROPESE UNIE
KONINKRIJK DER NEDERLANDEN

Test Elektronischer Personalausweis
CeBIT 2009

Hame/Surname /Nom

SCHROTER

Vomamen/ Given names,

Staateangeharigket, NMW
Hationalité

§.1960 D
i ‘Place of birth/Lieu de naissance
FRANKFURT

Giltig bis/Date of expiry’
Date 4 axpiration

05.03.2019

Unterschwift der inhaberin/des inhabers
Signatwe of bearer - Signature de la titulah

0 D 0 D 0 -'l IF EJ:-FIR'rf HANATERBRING:
i UG 2011 :;

Permise de Condhecddn
KErekart

Hrersenin

Shea Chpyrars
Lrising Licence
Ajaiarti

Pemis de Corckire
Euadinas Tiamina

:5 Pacence diGulda

') Certa g Conduila

E m sl 17 Forkart

:i__ o a.-lo-!.- :—: Id-; o b b Sl van cu

B s bt EURCPESE GEMEENSCHAFPFEMN

2.6 ldentification documents
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2.6.1 Assurance Practice — IDdoxs - Homework

« What documents can you expect?
* By location:
* Where are you going?
* Whom can you expect to meet there?
* What are they likely to have?
By appointment;
* Ask the Assuree

CAcert



2.6.1 Assurance Practice - IDdoxs - Homework

 Where to get info about (unfamiliar)
documents and their security features?

* Request it from your government

* Visit a customs or immigration office
» Search the web

* Ask other Assurers (note privacy)

 Can be done before, during, after the
meeting ...

CAcert



2.6.1 Assurance Practice - IDdoxs - Homework

e Resources on the web:

« PRADO: European Passports and
ldcards

 CAcert Wiki AcceptableDocuments
* Wikipedia
 Your favourite search engine

* Be cautious!
Many sources are weak, Check many
places, (reduce points for less confidence)

CAcert




PRADO Online Database

¥ PRADD — Homepage of the Public Register of Authentic Travel and Identity Documents Online - Mozilla Firefox

Datei EBearbeiten  Ansicht  Chronik  Lesezeichen  Extras  Hilfe

i; - c K (R IU|http:ll',l'prado.consilium.europa.eu,l'EN,l’homeIndex.html ‘T? - I'-'l“||:|rado ) i% @ -

@ Deaktivieren~ L Cookies- # Keine C55-Fehler- .E, Farmulare™ E Grafiken= ﬁ Informationen™ ﬂ WerschiedenesT y’ Hervorheben~ |H3 Gréfer }2 Extrast = Quelltext- [ optioner

m E Feojan.g.. || | CA Soffwar.. | | CA Soffwar.. || | CA Soffwar.. || | CA Softwar.. | | CA Soffwar.. | | CA Wealkome...| | | fl AMRBOS.. | I 'UPRADD...ﬁ ki + =

COUNCIL U PRADO

n OF THE EUROPEAN UNION | KN [Engishen  ZHD
PUBLIC REGISTER OF AUTHENTIC IDENTITY AND TRAVEL DOCUMENTS ONLINE
CONSILIUM

Home Search by  Glossary Dictionary Check numbers AboutUs FAQ

Welcome to PRADO !

Please naote that the information on European travel and identity documents in this database is not yet complete: several documents and

WEFSIONS of documents are still missing. Please visit us again soon to see if the document you are searching far has been included in our
database in the meantime.

YWhatewver a document's origin, please address any question relating to it to your national contact point. Only there will wou be able to obtain
gxtra information (including particulars of foreign documents).

When checking security features of documents: FEEL, LOOK, TILT!
Latest Documents

ESP - Spain

CERTIFICADD DE REGISTRO DE CIUDADAND DE LA LINION

ESP-X0-02002 = - Other document First Issued On: 02.04.2007

AUT - Austria

| Ferkig F

BN -
@ o4 [@ QX[ stisz0z18s [@
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2.6.2 Assurance Practice — The Meeting

e Standard is:

e At least one:

- Government-issued
- Photo IdDox

 Ask for more
|ldDox

- Signhature more
up-to-date

— better reliance

CAcert

PASSPORT

Palaland




2.6.2 Assurance Practice — The Meeting

 Names

 all letters, in full
e Note addtl. Names
e Date of Birth

e Format?
e ask

e Expiry date

ssuing office

04.06.2011

: nss : DIAD 42
The CAcert Assurarce Programmaz (2AF) aims o verity dentites ol Inle
faca witnessing of government-issuad phora identity dosuments. The Applica U
to the CAcert Community that the Assurer has met and veriied lhe A::uliud)a;&
documents, Assurer may leave 2 copy of the details with the Appicanl, ang
final form after the meeting. If there are any dn.ubls or cONCems & I
allceate noints. You are encourajed to perfarm a mutual Assurarce. r{:{‘{#

it
t the CAcert Assurance Pregramme, incluciiga

WWW.CACEN.Org

, OpenExpo 2009, Bern, SwitzenS

E full name on the ID:

ALRICH SC H @ ER

.:Fh'd.; S;J;f;L

Email addrzss {:f'f:«fq g SRR TS T A Date of 3irth (yyyy-mm-dd
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2.6.2 Assurance Practice — The Meeting

* Photo
» Affixed?
* Integrated? ACM
. Signs of WOOMERA

tampering? S DETAINEE

WMA NO: 00368
ID NO:

g

CAcert



2.6.2 Assurance Practice — The Meeting

e Person <« Photo?
A striking similarity?
 Check issue date ...

CAcert
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2.6.3 Assurance Practice — The Meeting

* Check |
Security Features? X T e
* Stamps 1 m““““ '.'-\.\._ MR {:
« Watermarks SR
* Reliefs N -

 Holograms
« Kinegrams
« UV features
e Microscripts

* Note what you found

e Usea UV lamp ...
CAcert




2.6.3 Assurance Practice — The Meeting

 Advanced features

- Some lines are not!
Hidden texts (AU)

- Copy of Photo
(D,AU)

- Perforated copy
of photo (NL) P T ey

- Other ? i Moo

Iope<ml ua“renn HhﬂﬁEHIﬁhtﬁ{{{ ccce -m:{-.:{ =k
122000001 &n«:n:ﬁ 41:;1 zs-:’1'1'1 oo7 rg m:-:a:ﬂa '

* Note what you find
e Signs of tampering?

CAcert
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2.6.4 Assurance Practice — The Meeting

e Unfamiliar Documents

e Surprise!
ldDoxs can be: = '° w
rare, unfamiliar, strange #
inappropriate, useless,
false, fraudulent,
dubai-ous...

e Don't Panic!
e These documents are unfamiliar to me*

FHANKFURT i)
: 05 03 2019 000001
fﬂ“rer - Slgna ure J‘:EEL ai r‘

CAcert



2.6.4 Assurance Practice — The Meeting

e Unfamiliar documents

e Don't Panic!

 Verify what you can

 Record the features

* Postpone the decision

D

42/ 49

0 homework later

04.06.2011
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2.6.5 Assurance Practice — The Meeting

e Unfamiliar documents

* Recall the Purpose of Assurance
,2your confidence in your Assurance Statement”

* AP says:

less points if less confidence
ZERO Points if ZERO confidence

* |[f negative confidence
carry on, collect the evidence,
file a dispute ....

CAcert
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2.6.5 Assurance Practice — The Meeting

 Unfamiliar documents
 Rough guide

e |f the very first time, and
it feels like a real document
(it's like one you already know)
security features are found
research checks out

* Allocate half points

CAcert



2.6.5 Assurance Practice — The Meeting

e Unfamiliar documents

* Whatever happens ...
Inform the Assuree

* |t is YOUR statement
The community
is RELYING
on you!

CAcert
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