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1.1 CAcert and the Audit

* The Requests: o e
Roots into the Browsers -

* This requires:
Audit

* Audit requires: .
Policies (we have now) =
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1.1 CAcert and the Audit

Audit Management Business Areas

1. Assurances (RA) @
(Registration Authority)

2. Systems (CA)
(Certificate Authority)

3.
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1.2 Audit and Assurances - Policies
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1.2 Audit and Assurances - Policies

* CCA - CAcert Community Agreement

* AP - Assurance-Policy T:“yf
related documents
- AH Assurance Handbook

- PoN Practice on Names

AP Subpolicies
- PoJAM Policy on Junior Assurers/Members

* DRP — Dispute Resolution Polic
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1.2 Audit and Assurance - CCA

* CAcert follows DRC (David Ross Criteria)

* Criteria defines disclosure of R/L/O

A\

* Risks

* Liabilities

* Obligations
* Agreement by members to CCA

8/ 10.02.2012
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1.2 Audit and Assurance - CCA

* To check by the Assurers

* Risks: You may find yourself subje"*f

to Arbitration

* Obligations: to keep primary email

in good working order

* Liabilities: limited to 1000 €

CAcert
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1.3 Audit and Assurance - Arbitration

Why we need our own Arbitration? A
* To protect the community
* To protect each member

* Arbitration is the fallback option for all

unexpected topics

* Problem with international situation
CAcert
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1.4 Audit and Assurance - CARS

* CARS — CAcert Assurer Reliable Statement

O

CAcert Assurer Reliable Statement

* The Assurance Statement is a

* Will be used to reliable transfer information

for the audit

* Adopted by the arbitration system
CAcert
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1.5 Audit and Assurance - AP

* AP — Assurance Policy

defines the process of Assurance

* The purpose of the Assurance

Is the bridge between Policy and Practice

* What do we have to check ? \“:3
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1.5 Audit and Assurance - AP

Purpose of Assurance
— The 5 Fingers Rul

1. Member

2. Account
3. Certificate
4. Arbitration
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1.5 Audit and Assurance - AP

Purpose of Assurance

1. Member
The personis a

bonafide member

CAcert
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1.5 Audit and Assurance - AP

Purpose of Assurance

2. Account

A member has an account

with a verified emaill

Question: Do you have an Account?

Question: Primary email?

CAcert
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1.5 Audit and Assurance - AP

Purpose of Assurance

3. Certificate
With an account, the member

can create certificates

&

the unique serial number points to an

If there is a problem,
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1.5 Audit and Assurance - AP

Purpose of Assurance
4. Arbitration
therefor the member
can be brought into Arbitration
as long the member has been
bound to Arbitration

by accepting the CCA

20/ 10.02.2012
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1.5 Audit and Assurance - AP

Purpose of Assurance
5. Data

Some Data of the member

IS Known 8=

- Names

- Email
- Secondary distinguishing feature — DoB

CAcert
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1.6 Audit and Assurance — CAP Form

* AP 4.5 — What has to be on the CAP form??
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1.6 Audit and Assurance — CAP Form

* AP 4.5 — What has to be on the CAP form?
* ,Ihe Magnificent Seven”

* Assuree / Applicant

* 1. Name, 2. DoB, 3. Emall

* Acceptance 4. CCA, 5. to the Assurance

* 6. Date, 7. Signature
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1.6 Audit and Assurance — CAP Form

* AP 4.5 — What has to be on the CAP form?
* ,Ihe Magnificent Seven”

* Assurer

* 1. Name, 2. Points, 3. Assurance Statement
* 4. Location, 5. Date 6. Signature

* (7.) which documents?

CAcert



1.6 Audit and Assurance — CAP Form

* AP 4.5 — If CCA Acceptance is missing?

AN AA_A h‘l and Prrwwaniy o R e B L e IR SL WL SIPLRE TR RE S ST Y IC IO TY L g PR, 1%

5 being followed carrectly. Aftar 7 years if you wish to drspaﬁa ot this form it's prefarred that you shred and bumn it You
de not nesd to retain sopigs of 1D at all.

3 Bive It o the persdn yoll g i, reminder to gign up.

It's enmura,ged that vou teas : :
2 ha tear off section also cantains a metfiad of offling verlﬁ'cattun ot our fingerprinte:

Aﬂphcant 5

Names:
Date of Birth: vy r-wm-on)
Email Address: e
therety corffinm tHat the information stE ma& is both trug a Al
hiabrceed Ao e Asﬁura O rug and coracl, and requast the CAcert Agsurar {identified below) 1o
Applicantsignaire: _. ﬁ - | Diate {YYYY-MM-DD}: 2099 U3-07,
SAcert Assurer
osurers vome: LI Mg

CAcert



N A
CAcert
1. Audit and Assurance

1.1 Why Audit?
1.2 Policies, CCA + R/L/O
1.3 Arbitration
1.4 CARS
1.5 Assurance Policy
1.6 CAP Form
” 1.7 Difference to pure Ild checking

10.02.2012



1.6 Audit and Assurance — CAcert Assurance

* What makes CAcert Assurance different to a

pure |d checking?

_ Thawte Notary CAcert Assurer

Member Check for Account
Account Check primary Email
Certificates Check Arbitration
acceptance
Arbitration Disclose R/L/O
Check CCA acceptance
Some Data Identity Check Identity Check

CAcert
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Questions?
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