11P

Remember, your sense of

conviction and your involvement
with the content of the

presentation are critical

to its success.
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™ A
CAcert
what is CAcert about?

content
- trust and identity

- X.509 digital certificates \0)

- encryption technology 02

- CAcert what it is, how to join and get certificate, servic€s, and
why there is a CAcert community

- the HowTo for Linux Firefox/Thunderbird and command line

e certificate installation

 certificate usage
- why should I?
- PGP/ GnuPG
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CAcert

on the internet nobody knows you are a dog

"On the Internet, nobody knows you're a dog.”
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I trust is not identification!

who are they?
trust worthy?

* use digital signatures for
identification

e via Web of Trust identification
- GPG/PGP
- CAcert X.509 certificates
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: CAcert

I identification (your email from Nigeria)

* verify email / web
- sender
- receiver
- MTA client
- MTA server

* forging
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BBy, 1
: CAcert
I your passport is it really you?

e BBC 1 Panorama 13t of December 2006

* Shahiba Tulaganova UK journalist:
- within 5 months on east European markets
- bought 20 EU passports, 5 other
(UK, DId, F, S, NL, B, Es, PO, G, Cs, PI, Au, ....)
- 300-3000 euro each
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I secure digital content

e documents
* Images
e software code

* uUse stamping




I secure data transfer

* secure Socket Layer

I - SSL
* Secure Hypertext Transfer Protocol
- https
* Virtual Private Network
- VPN
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I certificates are official

I * Pres. Clinton signed
S 761 - The Millenium Digital

Commerce Act June 30,2000.

* http://www.techlawjournal.com/congl106/digsig/Default.htm

© CAcert, 2008 Teus/HCC-Venlo 8 Jan 2008 50 slides minus 9 to go



I the technology: encryption

CAcert

* what is encryption
* what is encryption key
- Symmetric Key or shared key
- Private and Public key
* applications which use private/public key encryption
- PGP/GPG
- X.509 digital certificates
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CAcert

encryption

Bruce Schneler:
“Any person can invent a security system
so clever

that she or he can't think of how to break 1it”
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encryption

e Herbern
 Enigma

- Germany second world war

- The mechanism

- hacked
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I Enigma technology

I Reflector Moving Rotors

T

Scrambler Unit ARG X

Lamp Board 200000 e
9009000000
000
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I RFID chip hacked Dec 2007

CAcert

* Mifare classic RFID chip of NXP (Philips)
I * Karsten Nohl and Henryk PIlotz

* Hacked
- 48 bits but only 16 bits (only 64.000 variations) used

- not random (dependent on time contact)
* Implications:

- car keys

- public transportation cards

- electronic tickets eg FIFA World Cub tickets
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CAcert
Mifare Classic workings (Nohl & Plotz)

RFID reader
A '7 ~ random nr
- from RFID reader

- | key

random generator generate key

48 bit linear feedback
ﬁ shift register

+ secret base key
+ ident RFID | 4

\ N
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I encryption key types

CAcert

I symmetric key encryption

shared

secret

sender receiver
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™ A
CAcert
asymmetric key encryption

that message can only be read by him

CA

says this is
receivers
key!

sender receiver
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™ A
CAcert
asymmetric key encryption

that message can only come from him!

CA

says this is
sender's key!

receiver
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CAcert

how do “signhatures” work

1Tian
inthe
rmicdle

+
i

RECIFIENT

Send B

rie
Frioney

Comp are
?m?

?IZH 2

Cormpare
7087 of—

TO0oT

cormpare
TOOT7 o —

@—P?me

public
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CAcert

Certificate Authority sighature

create private key and public key

send public key to CA:
- Cert Signing Request (CSR)

* CA signs public key of individual:
- this public key is from him!

yes the pub key comes from him!

this is cool!

© CAcert, 2008 Teus/HCC-Venlo 8 Jan 2008 50 slides minus 20 to go

yes it is his signature on this email!

Wi,

-

(9)

Submitted To [ G)‘L\
- s

Certificate Signing Certificate

Request (CSR) Authority (CA)
T
& -) a@ Issues
Public Subject
Key Pair Key Identifier
v Created )
Protected e ) By To Client
»:'v"‘_ Private  |——pe
Key
Private Client X.509 Certificate
Key Store — rj
Public
Key




CAcert

Email and sighatures

cipher text message

plain text with message digest
message public key Internet
o ' ? ; 5 & 4 :
: i : -
P [
(o) wap {25
digest function
r plain text
............ r nessage digest function
5 4 e -
: ; * + 1 PR | + ( Hash |
1___"'-"'-'-I : :
e e 1 private key
e I : i M
: )
. compare i
cpher text message [MBRzdne message digest
with message digest digests

\

verified and decrypted
plain text message
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CAcert

the practice: encrypted and sighed email

Rehosting - Thunderbird

Fle Edit Miew Go OpenPGP Tools  Help 4
& . 7 g — I 5 <1 62, X & b s 0 . O .
Get Mail Write Address Book Reply Reply All Forwa rd Redirect Tag Delete Mark Junk Print Back
All Folders 4
Re: Mowe Report = Teus Hagen =  10y30/2007 08:01 PM
Re: CAcert . 07 02:03 PM -ensral] Details)
12y e He SRR Nt D13 aa AN B Could not verify this certificate because it has expired.
Re: SPF che 07 05:08 PM =
Issued To
i 2mail serv 07 12:29 PM Comman Mame (CN)
H & Re: email ¢ 0702:40 PM Grganizatian (O} <Not Part OF Certificate=
: Organizatianal Unit (OU}  <Nat Part Of Certificabe>
Ly | Re: email ¢ o —--—-0705:14 PM S rialiN T P 02:FEAF
[ Sendar Varification: ge is toa old to verify sandar. oy
i - Common Name (CN) CA Cert Signing Authority
= Subject: Chcert [ Organization (0} Root CA.
From: Philipp Gihring [ Organizational Unit (OU)  http:/fwww.cacert.ong
Date: 10/20/2007 05:56 FM Validity
To: Teus Hagen. |ens Paul , evaldo@cacert.org [% IEU% o L2 2Eana
[ Expires On 12/12/2007
|_ Hi Fingerprints
£ SHAL Fingerprint 70:1A:03: 6FCA06:24:B1:63:DE: 75:20:11:70: TRED:0E:91:70:1C
MDS Fingerprint FLOS:4:26:20:72:30:44:20:04:10:53:52:73:BACS
|| The al Signature Is Not Valid
|':— | This message includes a digital signature, but the signature is invalid.
cate used to sign the message was issued by a certificate authority that v
s not trust for issuing this kind of certificate.
| http:213.154.225 230/ Signed by Philipp Gihring

Email address:  po@futureware at
Certificate issusd by CA Cart Signing Authority

wen —_—
cat Message Is Encrypted | Gl |
rek This message was encrypted before it was sent to you. Encryption makes it very dif§ —
= for other people to view information while it is traveling cver the network.
=]
Ewve | oK |
In th =
still

Unread: 2 | Total: 172
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CAcert

the CAcert CA? certificates free for everyone

® join CAcert Community

- agree wit

- agree wit

N privacy rules

N CAcert Community Agreement

- get CAcert account: join via http://www.cacert.org

N

),
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CAcert

HowTo join Community

!"- Welcome to CAcert.org - Mozilla Firefox
F‘

File Edit \iew History Bookmarks Tools Help ,f."(;' i | Now: Partly Cloudy and 11°C % | Tonight: 3°C

register - R

° & ey Free digital certificates!
create sacert g

- a CAce rt aCC O u n t Warning! This site requires cookies to be enabled to ensure your privacy and Jolln el
security. This site uses session cookies to store temporary values to prevent people Join
from copying and pasting the session |D to someone else exposing their account, Root Certificate
personal details and identity theft as a result.

p p we have the following suggestions: o
Lost Password
. 1 To get a password that will work, we suggest the following example: Frad Sm|7h Net Cafe Login
- flve Q/A S This wouldn't match your name or email at all, it contains at least 1 lower case Certificate Login

letter, 1 upper case letter, a number, white space and a misc symbol. You get
additional security for being over 15 characters and a second additional point for

having it over 30. The systermn starts reducing security if you include any section of
your name, or password or email address or if it matches a word from the english

Q)

-~

My Account
In light of the number of people having issues with making up a password

Miscellaneous

I dictionary... Translations
e remember them o
u i — I Advertising
Middle Name (s) | Druckerpatrone
(optional) Tintenpatrone
Last Name: I : Deutsche Stadte
Suffix I |
(optional)
Date of Birth
tds-"m%-'m:m |1 =l|january (1) =] [19xx
Email Address: I
Pass Phrass": I
Fass Fhrass Again®: I

‘Flease note, in the interests of good security, the pass phrase must be made up
of an upper case ktter, ower case etter, number and symbol.

Lost Pass Phrase Questions - Flease enter five questions and your reponses to be
used for szcurity verifcation.

o
o[
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CAcert

Get identity checked! the Assurance

complete CAcert Assurance Form (paper ware)

* show your Identity Cards to CAcert Assurer
sign CAP and ausEws

[ Trpea—

show passport, driver license, the more the better

e await Assurer to complete the assurance

nnnnnnnnnnnnnnnnnnnnnnnn

you get points 10-35 per assurance (you need >50!) e e

and you get an email, view your details — B =

nnnnnnnnnnnnnnnn

* create email/domain certificate entry

e at home: create, cut/paste your Certificate Sign Request

to CAcert web site and import the new certificate
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CAP form

complete CAP with
= full name
= date of birth
= primary email address
- date of Assurance

-~ signature while there

© CAcert, 2008 Teus/HCC-Venlo 8 Jan 2008 50 slides minus 26 to go

e)ﬁcert CAcert Assurance Programme
Identity Verification Form
CAcert Inc. - P.O, Box 4107 - Denistome East NSW 2112 - Australia - hitp: fwww. CAcert.org

ChAcearfs Root Carificate fingarprints:
AGTB:37T5E39:00:90:36:54:EE:.BD:20:31:46:1F:6B and 1350 EC36 F49C BBES 3B1A B2T0 COBO BB4E6 TECE BF33

To the Assurer: The CAcert Assurance Programme (CAP) aims to verify the identities of Internet users
through face-to-face witnessing of government issued identity documents. The Applicant asks you to verify to
CAcer.org that you have met them and verified their identity against one or more original, trusted,
govemment photo identity documents.

If you have ANY doubts or concerns about the Applicant’s identity, DO NOT COMPLETE OR SIGN this fom.
For more information about the CAcert Assurance Programme, please visit: hitp/www CAcert.org As the
assurer, you ame required to keep the signed document on file for 7 years. Should CAcert Inc. have any
concerns about a meeting taking place, CAcert Inc. can request proof, in the form of this signed document, to
ensure the process is being followed comectly. After 7 years if you wish to dispose of this form it's preferred
that you shred and burnit. You do not need to retain copies of 1D at all. It's encouraged that you tear the top
of this form off and give it to the person you amre assuring as a reminder to sign up, and as a side benefit the
tear off section also contains a method of offline verfication of our fingerprints.

Applicant's Statement

Full Mames:

Date of Birth: pooeeamon
Email Address:

| hereby confirm that the information stated above is both true and comect, and request the CAcert Assurer
(identified below) to witness my identity in the CAcert Assurance Programme.

Applicant’s signature:
Date (YY¥¥Y-MM-DD): 20 -

CAcert Assurer

Aszsurers Name:

Aszsurers signature:
Date (YY¥¥Y-MM-DD): 20 -

d Passport Phato 1D 3 Drivers Licence Phato 1D
[ Identification Card Phata ID a Phata ID

Location of Face-to-face Mesting:

Points Allocated: Motes:

teus/nov 2007 (o) CAcart, 2007



| CAcert

I CAcert Organisation Assurance

* the organisation entity Is in control:
- domain server certificates
- Emaill certificates for individuals within the

organisation

* Organisation needs to have:

- CAcert Assured administrator > 100 WoT points
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2\
: CAcert
I Organisation Assurance requirements

* Legality of organisation:
I eg registration proof at trade office
* proof (CEO) signatures/stamps are legal
* proof system administrator can acquire and
manage certificates (formal letter of designation)
* Completed CAcert Organisation Assurance form
* Assured by CAcert Organisation Assurer
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COAP form

CAcert
Organisational
Assurance
Programme
details / policy Is

country
dependent
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CAcert

CAcert Organisation
Assurance Programme
COAP

Chcert is an international grganisation. The English language is chosen to be the
formal language. For your convenience a translation to Dutch is provided here in
italic. The translation is to be considered a help only. English remains the ruling

language.
CAcert is een internationale organisatie, Engels is de gevoerde taal binnen de

organisatie, Als hulp is hier een vertaling in het Nederlands bijgevoegd (cursief).
De vertaling dient als hulp. De Engelse tekstis bindend.

Applicant (Aanvrager)

Name of the Organisation
{Naam van de Qrganisatic)

Contact email address
(Contact email adres)

City (Vestigingsplaats)

State (Provincie)

Country (Land)

email{s) of administrator
accounts - must match a CAcert
account (CAcert Account email
adres(sen)van de systeem
administrateur)

Domain(s)
{domein-naan (-pamen))

As proof for the legality, identity and legality of signatures for the grganisation the
following official documents, either original or in certified copies and not older as 4

weeks, are attached to this form.

De volgende bewijstukken voor de officiele naam van de QOrganisatie, haar
rechtsform en de namen van de tekenbevoegden zijn de volgende originelen of
gewaamerkte copien niet ouder dan 4 weken, zijn bijgevoegd:




What does one get?

Email certificates:
- as many as you have email addresses

- > 50 points your full name on it!

domain certificates:
- as many as you have domains

- > 50 points

code signing:

- > 100 points

stamping service

HowTo's and on line support
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™ A
CAcert
What is a digital ertificate?

| “ Certificate Viewer:"Teus Hagen, Oophaga Foundation”

‘General| Details|

This certificate has been verified for the following uses:
' [-. Client Certificate

[ S5L Sserver Certificate

[ Email Signer Certificate

[ Email Recipient Certificate

Issued To
Common Name (CN) Teus Hagen
Organization (O) <MNot Part Of Certificate=
Organizational Unit (OU) <Not Part Of Certificate=
| Serial Number 03:5D:AD
! Issued By
Common Name (CN) CA Cert Signing Authority
Organization (O) Root CA
Organizational Unit (OU) http:/fwww.cacert.org
Validity
Issued On 03/19/2007
Expires On 03/18/2009
Fingerprints
SHAL Fingerprint 79:B5:57:6C:EC:02:91:AD:93:2C:B9:11:83:DD:44:72:53:10:22:50
MDS Fingerprint JE:B6:2C:69:1D:84:50:57:9C:83:23:20:1D:00: CE:6A
|

Close
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CAcert

client certificate how to?

* Use your browser
e use firefox or

* use thunderbird
- edit
- preferences
- advanced
- certificates
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This stick combine:: et
cert certificate holaer, E ;

St\;:a violet flash light (non official paper will get

highlighted), and ‘

1 %B of encryption flash drive

on one USB stick.

% whsy 0007
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CAcert

How does a certificate look like?

teus@mcvax:/etc/ssl/private

Fle Edit View Terminal Tabs Help

* mcvax.theunis.org.pem -----BEGIN RSA PRIVATE KEY----- 8

MIICXgIBAAKBQQDcCB8ybQIM22owYvH/Wg2iijIABERTevHZvnk8sTrgBLikDmivf

. cB803r7585sRGKvNBYxjPyH1ALcObT 4Tem/GCTLBACKSoTp6,/adhjnpRg2IZhw M

* mcvax.theunis.org.key AOGBATD FCRBABONSEQVKACKF it 10| 4. £ skt =11001 DGANFakap3 INKSAG
g2bxdLWoCzH1hhhid meass S gl 0 UM PRyl PPRAREA+LTIRLp]9ID3S

° I W3Kus / xTow] s il g el i aall SRl et "8 V9evuTEDLS
mcvaXtheunlsorgcsr AGYIi0ieTNA Pyl SN S el DN Dl F S e | SM L SurkuGHBN

. GyBjPIKSrLzvU tipsn /el /SR e, sl s Mg SaAmms v By D ZKz AKBO
o mcvax_theums_org_crt w3kus/xfowIBAOKCWIqge,/ WosOyX 3 sl SliniiiL, SLUTtBhivoevufEbLS
1yDNO59KwIvZ1XyyTaRdx0Y /9Cb0sXwkNp4 fDOKSTY ZX60XyY rhBMYACVmgiwsVb
. t9Ky FSVtIKVMIMIWOGPXAKEAMU1TWGSUVRS j HGtWcebgLV8LnhYacKeONFDAIK3d
e mCVB.X.theUHIS.Org.p]_Z FFYKKgcrsygujNujB/P3IESeBwgEMWDhiwlVOWI 11C8vZA==
----- END RSA PRIVATE KEY-----
----- BEGIN CERTIFICATE-----
MIIEFTCCAT2gAwIBAQIDARRSMABGCSqGS Ib3DQEBBAUAMHKXEDAOBgNYBAOTB1IV
b30gQOEXH ACBGNVBASTFWNGAHAGLY93d3CUY2F ] ZXI0LNIyZZEINCAGALUEAXIZ

Q00EgQ2VydCBTaWduaWgal 2
MBCGALUEAXQQKi50aGUSE teus@mcvax {etc{ssl{prr\rate

gYkCgYEA3AvVMmMOCDNtq Fle Edit View Terminal Tabs Help

fErERirswWMYz8haQCh ----- BEGIN CERTIFICATE REQUEST----- ]

8sn4KG7UmgLkgOFAd] g MIIBzDCCATUCAQAWGYsxCzAIBGNVBAYTAKSMMRAWDGYDVQQIEWdMalW11idXInMRUW
hDAMBgNVHRMBATSEA] A BAMTFHNpcm3nYXRLLNROZXVuaXMub3InMREWHQYIJKoZIhvcNAQKBFhBOZXVZQHRo
YIZIAYb4QgQBBgorBg: X5zNBXH4n5z8ZvN] IDaMXeT7KRMnBOQYgEQILW/Kh06JDCmLTwwOqkI7MIFvLggl
Aris X GydDuqwNYDD7esBsyXk4f8LVxVyTbvgYBv]jyHDBT7yeib8chbYedfi6jL+wG8/ xCv
JKA1hiBodHRWO18vA3q ¢ /g1 3¢pywDrirzaSpudof rFcB/ reawIDAQABOAAWDQYIKoZIhy CNAQEFBQADGYEA
fgTfs1wIgAPIavUZAK)Y zanzE6/IL@IVSLYZV1]d/HRhy3T1ilULNBPEWHPOMXUEBEXTGZ4MT rinfQOHIOTARSY
kyyk1XgBbQQ&MM7 pqp EwYDVOQHEWXHCNViYmVudmayc3QxEzARBgNVBAOTCIR1dXMgSGFNZW4XHTADBgNY
Ngcxz/ f9hmghGiULeAl GydDugwNYDD7es0syXk4faLvxVyfbvqYBvjyHDOf7yei68chbyedfibjL+wGB/xCy
AQQFAAOCAgEAe ] vbfxg GOFVeboydg2zR8HIaj8ivmju4aCDq0]JzhRSOh++8aB5nuve7HLE J kKKuilUtdBT1B
6vGoe2Ucnd2dsHRLmMT FN4KLHUU+GNZQR}'UXfEYNICq-yRJﬂ3bkc9bBIDHI+ZdU=

X/thAu70Fa+0UGHMK3] ~~ END CERTIFICATE REQUEST----- B

XgJx504AFQMKrpD4xb4 =
+UFxKrF2elnBGZF lFfdf‘l.fFT+XamBm1cAzAkch?ghDchJleDYth-’-lfUpBHohCA
nZjFR/FxcMWtcjwfINGmEVOLr1+7zz/sul4QuzBgFNAQBePvE4uBmpelDDyCKRLpC
41KeWeVtGLBpvFd4 rPOOTHrLEOLNO9FX9ISQKrwiWS+7hn308phT9ika=

————— END CERTIFICATE-----
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CAcert HowTo

* Create

- Private key
- Cert Sign Req

* have It sighed

* Import
- Private Key

File Edit View Terminal Tabs Help

————— BEGIN CERTIFICATE REQUEST-----
MIIBzDCCATUCAQAwWgYsxCzAJBgNVBAYTAKSMMRAWDQYDVOOQIEwWdMaWlidXInMRUw
BAMTFHNpcm9nYXR1LnRoZXVuaXMub3JInMRBwHQY IKoZIhvcNAQkBFhBBZXVZQHRO
X5zNBXH4n5z8ZvNjIDaMXeT7KRMNBOQYQEQI1W/KhO6IDCMLTwwOqkI7MIFvLgql
GydDugqwNYDD7esBsyXk4T8LVxVyfbvqYBvjyHDOT7yeif8chbYedfifj L+wGa,/ xCy
¢/01JcpvwDrlrZASpu9ofrFcB/rc9wIDAQABoAAWDQYIKoZIhvcNAQEFBOADOYEA
ZanzE6/JLBIVsLYzV1jd/HRhy3TilULn@pEwHpoMxuebx7gZ4mT riwfQoHIoTAREY
EwYDVQQHEwxHcnViYmVudm9yc3QxEzARBgNVBAoTCLR1dXMgSGFnZW4xHTAbBgNV
GydDugqwNYDD7esOsyXk4f8LVxVyTbvgYBvjyHDBT7yel68chbYedfi6jL+wGB/xCv
GOFVeboydg2zRBHJaj8ivmju4alDq0jlzhRS0h++8aB5nuvA7HLE j kKuiUtdBT1B
Fw4K1HOD+GNZgRyQXfayNIc4yRI03bkCIbBIDMI+zd0=

————— END CERTIFICATE REQUEST-----

- Public Key: the certificate
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CAcert
How-To create private and public certificate

Certificate Sig_nl'ng Request Form

cate Basic Profile Advanced

[2]

- Default Certificate Profile

get a key manager

(3] Key Manager :: Firefox Add-ons - Mozilla Firefox
File Edit View History Bookmarks Tools _tHaln

@ - @ & [@ httpssjaddo Key Manager (v 0.1.0.2007120:
Latest Release No... [ Fedora Project ODEHSSL KE)‘ Cunﬁgurator {V ¢
Last Name (sn) [Hagen

m Proxy Certificate Signing Requ
Organizational Unit (ou) (

o Ao o Archive File Signing Tool (Form-
Home ans » Extensions » Key Manager ) )
Attribute Certificate Signing 7|  Organization (o) [

' [Digital Signature and Data Encipherment C] IShow Profile Data

First Name (fn) [Teus

Firefox Add-ons SCEP Client Tool (Wizard-base Locality (1) PKCS#10/C5R Deta
: | ~ CSR Data for teus - - CA Server Response
State (st) =
Home | FE Kev MAaNRAAEr n 1 090071902 |Cowesl| T ooorREL e BEGIN NEW CERTIFICATE REQUEST- - - -
o ﬁ KeY Manager 0.1.0.20071203 MITOHj OCAGC: r: 0T ELMAJGA LUEBhHC! =
. qgRiMANGE SRS ThANQRRAQURA 4 TR ggREA0 TRAQE Sallj h3 ThvelyCmeCHE]
figoommendec Add cona by Count ry (C} NL wINTBAE /V1DrREQK / Q37 s¥PYODG 2CFy T8 TLLUG+p T2 Y 6FKGRLCcnbiCE|
G/NFTVFB420t]B8 TBH1A0 8K cn / JiBTHy SuydE4R] 20 ExveTHLETHIV94 3
Browe. KeyManager Tool: Firefox Extension for Key ¥ Alias ML VEEVE (HV OV peqTO2q1PhG WEMADA Sullc3 Tl 69hEM pRj 57 bcF WDy
BPLCF Sc0vSrviniin Lch I/ sBQOBAL YESHF 2y Y+2LC12 /gE8GhaFAk T+TSIY
i Generation, Certificate Enrollment, and identity and teus A TDZRELLT9SK; 10V 500n 226 £1 T v TF Dzl begol +aHciunZe To
Authenity Delegation — | | AgMRAAGggbYghNGCSES ThIDOE D] GRp T RS AgBglVHO4 R FREFgOUKG 1L
- - BhLEHGGD U 538WERY TV TR 1A YbAQgERAQH /BAOD) 1UGHOEE|
The ¥ d / g
mes KeyManager is a client side PKI tool for key [ SUhject Public Key Info MBKEERRIARAGK LA Spcy Svancig YOVRO 120,/ BCAwHg Y TKW YERQUR 16
i ificate enrollment, and identity and authority deleg Key Type o S :w:m - Tq-;n\mm:srz‘;};;
Dictionaries generation, certi — QEAONHMweavt iFHPw
(] L )
tool is packaged as "chrome" based Firefox extension. Currently, ¥ Iyp O RSA 0 D5A D W5 Tm3Lp¥ 3k follZVreTHoj LLVE tLHPvXMERA T FTVpniQP6EvecUL6o
Search Engines export of keys but does not provide GUI for local key generation Key Size ]ltaﬁbsskgggi\l,‘;ﬁ;g;?‘w?miigé;;g;?g}zgﬂ?;
T Certificate Manager wizard in Mozilla PSM and added the capabil 2048 204 | | v Ibombiod iR oroMKUu T 3Ve iLPFoFAUS2 3hHEIPTcSPACAESPEL]|
ugins o : i MGUGTheL/ remOpeeDloe BSmig THA hedn TRTCE TEDIRry /q== =
SCEP based certificate enrcllment. Our extension enables Mozill L meee | | et £ ~
Bulid Yoiir Own management toel. In addition, the tool supports signing of proxy = = < Il D]
delegation and provides XUL based GUI for signing of XPI files. ~ Subject Alternative Name
. Cert Issuer Info
E-mail [ ;
Firetox teus@theunis.or : :
The KeyManagsr tool has following features : | L g CAServertype @ PKCS10CA () MS Cert Service (O SCEP Server penCA O EJBCA
Thunderbird _ : o ifi - =
nost Generation of keys and X.509 based self-signed certificate CAServerURL [hry: jgemstar.usae.avaya.com::18080/prodsignedcertdemofp | I Login I I Download CA CETTISI

- Generation of PKCS#10 based Certificate Signing Requests (C

- SCEP based Certificate enrcllment - it enables Firefox to acts 2

Sunbird SCEP client can be invoked from other extensions and XPCOM lssuer Alias l 1
- signing of archive files, including XPI files, for Mozilla add-ons/
XUL based GUI for command-line signtool in Mozilla NSS

Find Similar Add-Ons - Signing of Proxy Certificates (RFC 3820) and other users’ certifi

# Privacy & Security - Signing and verification of Attribute certificates (RFG3281)
- Exporting of private keys (in PKCS#8 and PKCS#12 formats) fq
based public key certificate and generation of configuration file fof
applications, such as cURL, Globus toolkit, ete. (You will find thi
are trying to use PKCS#11 complaint engines for Smart Card, e.g

based apps.) Generate PKCS#ID] [Generate CRMF] [ Help ] I Cancel l

SeaMonkey Issuer Subject DN | ]

| save | [sendPkcs#l0CsRtocA | Cancel || Help |

c I
[<I [ . T )
| Done | addons.mozilla.org
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HowTo the command line use openssl

$ openssl

openSSL> req -new -key my_private.key -out my_request.csr

Enter pass phrase for my_private.key:

You are about to be asked to enter information that will be
incorporated

into your certificate request.

What you are about to enter is what is called a Distinguished Name or
a DN.

There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [GB]:NL

State or Province Name (full name) [Berkshire]:Limburg

Locality Name (eg, city) [Newbury]:Venlo

Organization Name (eg, company) [My Company Ltd]:

Organizational Unit Name (eg, section) []:

Common Name (eg, your name or your server's hostname) []:Teus Hagen
Email Address []:teus@theunis.org

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

OpenSSL> quit

$ 1s
my_private.key my_request.csr
$ vi my_request.csr

Get it signed with CAcert,
cut/paste signed cert into my _cert.crt

cert, eus -venlo an slides minus 0 go

$ cat my_cert.crt my_private.key >my_cert.pem
$ rm my_cert.crt my_request.csr my_private.key
$ chmod go-w my_cert.pem

$ vi my_cert.pem

make it ready for import into thunderbird

$ openssl pkcsl12 -export -in my_cert.pem -inkey

my_cert.pem -out my_cert.pl2




D\
CAcert
HowTo on the command line certutil

% certutil -R -a -n teus@my_domain.org -x -t "u,u,u" -s "CN=Teus Hagen, E=teus@my_domain.org, C=NL" -d . -g 2048
>request.csr
Enter Password or Pin for "NSS Certificate DB": my_password_is_a_secret

A random seed must be generated that will be used in the
creation of your key. One of the easiest ways to create a
random seed is to use the timing of keystrokes on a keyboard.

To begin, type keys on the keyboard until this progress meter
is full. DO NOT USE THE AUTOREPEAT FUNCTION ON YOUR KEYBOARD!

Continue typing until the progress meter is full:

|************************************************************|

Finished. Press enter to continue:

Generating key. This may take a few moments...
% cat request.csr

Certificate request generated by Netscape certutil
Phone: (not specified)

Common Name: Teus Hagen
Email: teus@my_domain.org
Organization: (not specified)
State: (not specified)
Country: NL

----- BEGIN NEW CERTIFICATE REQUEST-----
MIICijCCAXICAQAWRTELMAKGALUEBhMCTkwxITATfBgkqhkiGO9wOBCQEWENRL1AXNA
bX1fZG9tYWluLm9yZzETMBEGALUEAXMKVGV1cyBIYWd1bjCCASIWDQYJKoZIhvcN

aslwP+uzZP9MwdFSWOEL81di860FNgLA5Skriwwewf jtdPXRugYTXVzCndpzpY/Fz
GS/2xpYuwaQDrz57L+YE4zakeoIuctzwofwzzoj9
----- END NEW CERTIFICATE REQUEST-----
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How-To use the command line certutil

% cd ~/.thunderbird/*.default ; certutil -H

% certutil -L -d

sirogate.nl P,p,p
aospan@netup.ru P,

CA Cert Signing Auth - Root CA CcT,C,C
Teus Hagen's Root CA ID u,u,u
gstark@rubyservices.com p,P,p
StartCom Class 2 CA - StartCom Ltd. ,C,
Teus Hagen, Oophaga Foundation u,u,u
Thawte Freemail Issuing CA - Thawte Consulting ,C,
Staat der Nederlanden Root CA cT,C,C

% certutil -L -a -n aospan@netup.ru -d

----- BEGIN CERTIFICATE-----
MIIE7DCCAtSgAwWIBAgIDAV+VMAOGCSqGSIb3DQEBBQUAMHKXEVBAOTB1JVv
b3QgQOEXHjAcBgNVBASTFWhOdHA6LY93d3cuJOLm9yZzEiMCAGALUEAXMZ
QOEgQ2VydCBTaWduawW5nIEF1dGhvcml0eTEhqGSIb3DQEJARYSc3VwCcGIy
K1aTaRN4xKjs098Z9r0qrIoKULkkjZYIbV61P6dyHNE70VXxKpQs+wdaOzp
ML/DwtGfvao7uWcM/n2vNg==

----- END CERTIFICATE----

% certutil -a -n pg@fuare.at -D -d
% certutil -L -d . | grep fuare
% certutil -A -a -n pg@fuare.at -t "p,P,p" -i pg@fuare.at.crt -d

% certutil -L -d . | grep fuare
pg@fuare.at p,P,p
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I CAcert assurance

* print your CAP form
I * take your ID's
* get assured by an Assurer:

- Individual CAP

or
- as organisation COAP

* documents/policies:

- http://svn.cacert.org/CAcert/
- and FAQ http://wiki.cacert.org/wiki
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I CAcert assurance

CAcert

I * help, faqg, tutorial documents and policies:

- http://svn.cacert.org/CAcert/
- and FAQ

* Important ones:
- CAcert Community Agreement (CCA)
- Non Related Disclaimer and License (NRP)

- Assurance (Organisation) Policy
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http://wiki.cacert.org/wiki

CAcert

I CAcert is community work

>10.000 assurers

translations into 30 languages
> 100.000 certs In use

>100 on the help desk:

/ days * 24 hours email support
World Wide
and CAcert certificates are free!

at no charge



I CAcert is currently

CAcert

being audited, to get into
I - get in software distributions and browser: mozilla, ...
 committed agreements
- for end user and for usage (license)
e community accepted policies
* quality assurance: education and control
* dispute resolution by arbitration
* committed to the EU privacy directive (EU DPA)
 CAcert services moved into a high secure location in Nld ?
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I CAcert is supported

CAcert

* CAcert services run on Oophaga Foundation highly secured
servers in Holland

* sponsored by
- HCC, NLUUG, NLnet
- SUN/AMD, Tunix, Cisco, Net Apps

- and hopefully by you too!

: bit Tunix NN
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n In - Microsoft Internet Explorer =101 %]

File Edt ‘iew Favorites Tools Help ﬁ

GBack - % - (@D F A | Qsearch GFavortes {Media @‘ B-SEEge s

.
. to | O g I n Address I@ hitps: /signin.ebay. comfws2/eBayI5APL dI?SignIndf avaritenay=Fsid=Fruproduct =tpp=ca_partnerld: 1=up fpageT pc—up52=&bshuwgwf=&pa1=&uUs:j @GD
z
how broken is email

Use It for:

®

SignIn Hely
d d / d - ’) New to eBay? or  Already an eBay user?
a re S S p aSSWO r p a'l r o If you want to sign in, you'll eBay members, sign in to save time for bidding, selling, and
need to register first ather actiities

- Better (single sign on) o e

= Fiegister > Fargat your User ID7
use CAcert cert login! = o

Forgat your password?

* to sign documents, really?

I™ Keep me signed in on this computer unless | sign out.

3 Account protection tips

® to i d e n ti fy yo u rS e I f? *fou can also register or sign in using the following semvice:
Sgnin .
* to secure data transports

About eBay | Announcements | Security Center | Policies | Site Map | Help

Copyright @ 1995-2004 eBay Inc, All Rights Reserved, Designated trademarks and brands are the property of their respective aunars, Use of LT ||
this Wab site constitutes acceptance of the eBay Uszer Agreement and Privacy Policy, m
prvACY s

El

|£_°|-Dune : [ B @ rtemet 4
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Thunderbird certificate usage

[Four Certifcates | Other People's | Web Sites | Autharitiss |

fou hawe certificates from these organizations that identify you:

Certificate Mame ] Purposes | Ser| 5 & J =
(=] CAcert Inc.
L Teus Hagen Client,Server Sign, Encry... 3B:0) | four Lertificites | Other People's | Web Sites | Authorities |
=) Rt CA o : : . 5
i--Teus Heigein Client.Server Sign,Encry... 0d:4 ‘fou hawve certificates from these organizations that identify you:
IELS bagen Slient, Serwer Sign, Enery.,, 03:3 Certificate Hame ] Security Device ] Purposes 1 Serial Number ] Expires On ] R
-Teus Hagen Client,Sarver,Sign, Encry... 03:3 |_:_| CA
i Teus Hagen Client,Server,Sign, Encry... 03:3) '
é--Teus Hagen Client Server Sign, Encry... 03:2 +~Teus Hagen Software Security Device  Client,Server,Sig... 04:42:E4 11082009
i Hagen Client Server Sign, Encry.. 031 ~Teus Hagen Software Security Device  Client,Server Sig... 03:25:33 0172472008
LTeus Hagen Software Security Device  Client,Server,5ig... 03:16:R4 QL09y2008
Backupall | | Import
Backup All | | Import
| Qﬂo{ |
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Thunderbird certficate usage

BT Certioates Other Péopli

You have certificates from th

Certificate Name
(=] CAcert Inc.

*-Teus Hagen
=) Roat CA

Teus Hagen

-Teus Hagen

-Teus Hagen

-Teus Hagen

Teus Hagen

“Teus Hagen

Certificate Manager

Your Certificates| Other People's | ek Sites | Autharities

‘fou hawe certificates on file that identify these people:

Certificabe Name

] Purposes

| E-Mail Addre=s

= CAcert Inc.
Andreas Hirsch
- Alejandro Mery Pellgrini
- Mario Lipinski
‘-Gebastian Kippers
Rasika Davarathna
;---Ian Grigg
~Johan van Selst
i-Henrik Heigl
Mario Lipinski
- Matthias Subik
- Michael Diederich
Michak.
~~Henrik Heigl
:..Rasika Dayarathna
. Sabastian Kippers
[ Root CA

iBastiaan Fransiscus van den Dikken

:--Jens Paul

- Evaldo Gardenali
s-CAnart WaT Usar
Gregory Stark

Client,Server, Sign, Encrypt
=Expired=

Clignt,Sarver,Sign, Encrypt
Clignt,Sarver,Sign, Encrypt
Clignt,Sarver,Sign, Encrypt
Client,Server, Sign, Encrypt
Client,Sarver,Sign, Encrypt
Clignt,5arver,Sign, Encrypt
Client,Server,Sign, Encrypt
Clignt,Sarver,Sign, Encrypt

Clignt,Sarver,Sign, Encrypt, Object. ..

Clignt,Sarver,Sign, Encrypt
Client,Server, Sign, Encrypt
Clignt,Sarver,Sign, Encrypt
Clignt,Sarver,Sign, Encrypt

Client,Sarver,Sign, Encrypt
Clignt,Sarver,Sign, Encrypt
Clignt,Sarver,Sign, Encrypt
Client,Server, Sign, Encrypt
Clignt,Sarver,Sign, Encrypt

Import |

afj@gmx.org
amery@mgesks.cl
cacert.orgi@ 4w info
cacertim kueppers.ath.cx
dayarathna@agmail.com
iangi@systemics.com
johans@stack.nl
kontakt@ivamp.de
mariolipinski@gymsz bad .de
matthias@subik.at
michagl@md-d.org
michal@=wicz. nat
prigcacert-germany.de
rasika@cacert.ong
sebastian@ kueppers.ath.cx

bas@dikkenbarg . net
cacerti@canyonsport.de
evaldo@gardenali.biz

frans.schippersi@xsupport.nl
gstarki@electrorent.com

OK

CAcert
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Thunderbird certificate usage

Certificate Manager

Your Certificates| Other People's | ek Sites | Autharities

Sy ‘fou hawe certificates on file that identify these le:
| BT Certioates Other Peoplg = el

| E-Mail Addre=s

You have certificates fram tH Certificate Name 1 Purposes

= [=] CAmart Inc.
Certificate Name .
=l Chcert Inc. “-Andreas Hirsch Certificate Manager
*-Teus Hagen “-Algjandro Mery Pell
= WCA Mario Lipinski _Tbur Certificates ' Other People's  Web SitE: AUthorities |
- Teus Hagen . _ |
i i = fEbantan ROpEErS You have certificates on file that identify thess certificate authorities:
i..Rasika Dayarathna
sieus Hagen i Certificate Name | Security Device |=
-Teus Hagen “lan iGrigg =
[=] RSA Data Security, Inc. |
gTeus Hagen i-Johan van Selst i B . ] 1
* Teus Hagen i . . i-MWerisign/RSA Secure Server CA Builtin Object Token
‘-Henrik Heigl i
~Secure Sarver OCSP Responder Builtin Object Token
s-Mario Lipinski
=] RSA Security Inc
+-Matthias Subik
i RSA Security 2048 w3 Builtin Object Token
w-Michaal Diederich H
L RSA Security 1024 v3 Builtin Object Taken L
w-Michak
[=] Rt CA
~~Henrik Heigl |

L..CA Cert Signing Authaority

-Rasika Dayarathna

{ (5] SECOM Trust.net =
“Sabastian Kippers

“Berurity Communication Root CA Builtin Object Token
[= Root CA
: =] Sonera
+Bastiaan Fransiscus) :
-Sonera Classl CA Builtin Object Token
sJens Paul H
“-Sonera Class2 CA Bouiltin Object Token |
sEvaldo Gardenali |
=] Staat der Nederlanden !:’l
c-CAgert WoT User 3
. Gregory Stark View | | Edit | | Import | | Delete
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Thunderbird certificate usage

Account Settings

=l teus@mecvax.theunis.org ;_A

i Sarver Settings

Security

Lapies b halders signing certificate and an encryption certificate.
- Composition & Addressing

- Offline & Disk Space

~ Digital Signing -

“Junk Settings :

. OpenPGP Security | Imported Certificate

-Ret Recei

H i IS Digitally sign messages (by default)
- Security ) !

[=] teus@open.ninet.nl - Encryption

s-Sarver Settings

E--Cnpia & Folders

[= teus@elx8. theus.ninet.nl
»-Sarver Settings
i Copies & Folders

| View Certificates | | Security Devices

Composition & Addressing
L Offline & Disk Scace
Add Account... i

| Remowe Account

To sand and receive signed or encrypted messages, you s

Use this certificate to digitally sign messages you s=nd|

Us== this certificate to encrypt & decrypt messages s=nt)

Certificate:  |{Teus Hagen, Cophaga Foundation [0350:401 % & |

Details of sslected certificate:

Select Certificate )(

| lssued to: E=teus. hagen@oophaga.org,CN=Teus Hagen

Sarial Number: 03:50:AD

Valid from 03/19/2007 15:03:16 to 03/18/2009 15:03:16

Purposes: Client,Server,Sign, Encrypt
Issued by E=supporti@mcacert.ong, CH=CA Cert Signing Authority, OU=http:ffwwwcacert.org, O=Root CA
| Stored in: Software Security Device

| Imported Certificate | | s
‘- Composition & Addressing a—
-Offline & Disk Space Default encryption setting when sending messages: Cangel. | i ok
;--Junk Settings ® Never (do not use encryption) - =
i+ OpenPGP Security Required {can't send message unless all recipients have certificates)
i Return Receipts
: Seru rii'y' - Certifimtes — —

=1 Verification b4

Cancel

OK

Thunderbird can use Online Certificate Status Protoool (OCSP) to verify certificates.
Sat Thunderbird to use OCSP as follows:

Do not use OCSP for certificate validation

(@) ilze OCSP to validate only certificates that specify an OCSP service URL

Us= OCSP to validate all certificates using this URL and signer:

Cancel | | Ok |
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I PGP, GPG or GhuPG

CAcert

* private/public key encryption

I * Web-of-Trust D
A
- the game of collecting signatures —d G n u PG

- have your finger print ready
* sub-keys
 commonly used as check in Open Software distributions and

reprocitories
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PGPI/GPG install

©¥Download - GhuPG.org - Mozilla Firefox -10O] x|
Bestand EBewerken Beeld Geschiedenis EBladwijzers Extra Help 'EGDDghg ::;;

‘<:H‘E| T Ay T @ ; ﬂ} E_r;"_’* http: /v, gnupg. orgfen)/downloadfinde:. html 2= I}
Fackages for Debian GNUILinux are available at the Debian site | =]

RPM packages of this software should be available from rpmfind networl.
Fackages for other POSIX-like operating systems might be available at Unix Security |
Fackages for Mac 08 X should be available at Mac GPG . J

Sources and precompiled binaries for RISC OS are available at Stefan Bellon's home page
who ported GnuFG to this platform.

There is also a version compiled for MS-Windows . MNote that this is a command line wersion and
comes with a graphical installer tool.

- GnuFG 147 compiled for Microsoft Vyindows. E FTP
- Signature and SHA-1 checksum for previous file. FTP

b806esT89c93deedl5hl129170de6bebhfelabart8f grnupg-w32cli-1.4. 7. exe

4] | _>I_I
v

| fep: ffFbp. anupg. orgfacryptfbinary fgnupg-w32cli-1.4, 7 exe
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GNUPG use

* Thunderbird plugin: OpenGPG/Enigmail

« KGPG

G Key Management - KGpg

CAcer

* Gnome Keyring Manager
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File Edit Miew Keys Groups 5Settings Help
L HYW &8 Y B searan| )
I Mame | Email | Trust | Expiration | Size | Creation Id Ell
=] EgTeus Hagen (own e... teus@theuni... Unlimited 1024 10f17/02 Ox85796A...
2 @=EiGamal subkey [ ] unlimited 1024 10/17/02 0xBCA93...
gTeus Hagen... teus@theuni... - Unlimited - 10/17/02 OxB5796A...
 [@] proto ia I - - 5
E,Adam Butlter adam@ada... - Unlimited - 07/08/04 OxABFEA... DI
gﬂdafe Garbee bdale@gag.c... - Unlimited 02727706 OxF2CFO1AB
gfhrfsmph M... Christoph.M... - Unlirmited - 11/02/04  0xF95C2FeD
E,Chn’smph M... martini@uni-... Unlimited 11/02/04 0xB5CES...
gc-ﬂnaﬂﬂ'ﬂn’... conalli@cona... - Unlirmited - 12/06/06 OxEE7DC...
gﬂavdef:hw... dawvid@schw. .. Unlirnited 11/07/04 OxCSAL1FT... -
gﬂean C. Strik  dean@ipnet... - Unlirnited - 05/26/05 0xB9EF3803 EI
[ 136 Keys, 0 Groups
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CAcert
KGPG keyring manager

Key Properties - KGpg

MName: Teus Hagen
File Edit Wiew Keys Groups Ermail: teus@theunis.org
& i b & - Comment: own email address
SRr=Rr 4 ¥ &
; Creation: Thursday 17 October 2002
Name |Ema|l
=] @;‘Teus Hagen (own e... teusi@thd Expiration: Unlimited
& E=EiGamal subkey Trust: Ultimate [
gTeus Hagen... teus@ty qwner trust: | Ultimately |v] Photo Id:
=18 ; -
& | Proto id Key 1D: C4B1079885796A23 [ | Disable key
Ad, Butl d 3 i :
&, am Butler adam@d  algorithm:  DSA [ Change Expiration. .. l
gﬂdafe Garbee bdale@g] Length: 1024
; e [ Change Passphrase... l
&Cﬁrﬁsbﬂpﬂ M... Christop] Fingerprint:
gchrjsmph M. marﬁn@l [4535 2980 5FC9 F182 C297 6D85 C4B1 0798 B579 6A23 ]
gr:anarro'ﬂn... conali@d
gﬂaum&nw... david@

—

gﬂeani‘:. Strik  dean@ipnet... - Unlimited - 05/26/05 UxEBEF3BD3B
-

136 Keys, 0 Groups
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I PGP particularities

CAcert

* PGP keyservers for public keys
- pgp.mit.edu

- keyserver.ubuntu.com

- keys.pgpi.net
* PGP statistics

- pgp.cs.uu.nl

- the game of ranking



| CAcert

I PGP and CAcert key signature

* Once a CAcert certificate you can have your
PGP key signed by CAcert

* Usually CAcert assurers are willing to sign your

PGP key as well



™ A
CAcert
PGP & X.509 Certificate comments

* PGP name check is weak

* PGP ID check is weak (no policy)

PGP no community agreement

PGP young standard, pretty mature ( > 15 years)

* X.509 are used in internet protocol (browser) communication
* PGP well used within technical Open Source community

* PGP not easy to install in email handlers

PGP main use: email and software distribution

* PGP keyservers/statistics and spam?

e No X.509 certificate distribution infrastructure
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I FSFE and GNUpg

CAcert

I Free Software Foundation Europe

bt

* FSFE Fellowship crypto card
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CAcert
some references and handy URL's

* http://www.cacert.org

* http://wiki.cacert.org/wiki/

* http://svn.cacert.org/CAcert/

* http://www.pgpi.org/doc/pgpintro/

* http://www.cacert.nl

* Google search

* Applied Cryptography, Bruce Schneier, publ. John Wiley, 1996.

* Secrets and Lies: Digital Security in a Networked World, Bruce Scheier, publ. John
Wiley, 2000.

* http://schneier.com/blog Hacking the new Boeing 787 Dreamliner airplane
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CAcert

CAcert is for and by you!

C

11P

Remember, your sense of

conviction and your involvement

with are critical

to its success.

Thanks, some materials are used
from: Wren Hunt, lan Grigg and others
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What can you do if you are not willing to be a dog



Trust is something else as you know who you are talking to

Do you know who you are talking to? Trust in identity.



Trust in the email sender



Need a formal identity, well that seems to be easy

Identities are hard to check, so you need more people to check it: Web of Identity
trust



Where certificates are used for.

You learn easy to appriciate them. For sure after the accident.



Ever clicked on the little lock?

View the certificdate offered by the web server. Note that even banks forgot to renew
the certificate. Still to meet a person who has not experienced that the bank web site
offered an out of date certificate. We all have to learn.






Two examples of encryption technology
the latter we apply with certificates



Note this statement is proven ever and ever again right



The famous one from the second world war. Inventede in Germany, used and trusted
as THE coding system. However hacked by the Britain.



The secret shared key is the three offset of the wheels That is the seed of the coding.

after every character one internal wheel is put one place to the right, and the other
internal wheel to the left. So the ceasar encryption get less obvious.

But frequency statistics help you to break this...



A late one, just today. 200 million (says NXP), publications say 2K million sold of
this chip. 1K type single price 0.85 US$, >100K 0.45 US$. 4K des variant US$ 2.50.
Credit card size. Contactless 10cm. Antenna is biggest part, chip 1 mm**2

Ultra light paper US$ 0.50-0.16 512 eeprom on it.

Mainly applied in door entrance control, access control.
Karsten from Uni of Virgenia sounds like the science man
Henryk sounds like the hacker

10K building blocks, only 70 different.

Secret key in chip not yet known. Just a matter of time and promise from two
hackers.

There is a nice movie about what id done to your privacy with RFID.

Privacy is a big issue.



CAcert

Mifare Classic workings (Nohl & Pldtz)
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Ever given your password/phrase away? Who not? Well shared secrets are not
shared.

Social engineeruing is an easy hacking tool. Keep secrets to yourself only.



This looks crazy: publicing the encryption or decryption key. But it is not. It get
complicated now. But it is a rich tool.

How do you know the pub key is from him. Once encryped with one key it can only
be decrypted with the other... It is simple, but have a good thought about it.



OK we know the mechanism. How do you apply it.



How to make sure the content is readble and it can be check that the message came
from this sender.

We use a type of checksum which is uniq for the message.

How to secure that the checksum is the right one and still can be checked by
everybody?

We encrypt it with the private key of the sender. Everyone (we have published this
key) can apply the public decyphering key. So we know the checksum is calculated
by the sender.

How do we know the publick key is his one? We need an authosrity to say yes his
name is on that key.



A real live example. First the mechanism.



How does the example work with email



How does encryped and signed email show up in Thunderbird.

Note the lock (encrypted) and envelope (signed) icon. Note the warning symbol on
the envelope. Look at the certificate by clicking on the icons. Have a close look and
well the certificate was expired.

Is the signature ok?

Is this an error or a warning.



Sopend money or join the CAcert community.
Be a member
The portal to secure yourself...

But know what you do! Read the agreement. Know it is based on the Open Source
mind set. It is free, and it should remain free. And it should be improved. You need
to contribute and that contribution should be free as well.

Feedback what you think is not right.



Password
five questions and answers to remember just in case

note you can login CAcert web site with your CAcert certificate. No password to
remember. Well when is your certificate expired. Yes two years ago I gave my
password, one not that easy to guess....

Make sure the full name you provided is the same as on your passport (birth
certificate).

Birth date?

You have more as one name and can proof it? Well you can do so, but need ID
proofs. (Not implemented yet).



Well, once there. How to prove it is you. Have your idenhtity checked.
Note you need to do that with more as one assurer.

Where to find him? Look at the assurer location finder. Or and that is pretty effective
go to an assurer event.

One assurance give you 10-35 points. You need at least 50 to get your name on the
cert. The best is to collect 100 points so with some knowledge of how this works you
can assure others and help to enlarge the community



Every assurance you need one form. Start to print out at least 4 of them. Yes a lot of
paper work.

Note that your name on the form should be identical to your passport and the name
you provided on the CAcert account.

Name should be identical to account full name, and ID shown.
More names are possible but you need to proof it.

Married name? No problem but show it to an assurer.

The latter requires some implementation still.



| CAcert

I CAcert Organisation Assurance

* the organisation entity is in control:
I - domain server certificates

- Email certificates for individuals within the
organisation
* Organisation needs to have:

- CAcert Assured administrator > 100 WoT points
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Organisation Assurance is possible now.
But ask for the CAcert subpolicy for this in your country!
Currently only: Germany and Holland.



| CAcert

I Organisation Assurance requirements

Legality of organisation:
I eg registration proof at trade office
» proof (CEO) signatures/stamps are legal
» proof system administrator can acquire and
manage certificates (formal letter of designation)
* Completed CAcert Organisation Assurance form
* Assured by CAcert Organisation Assurer
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COAP form

CAcert
Organisational
Assurance
Programme
details / policy is

country
dependent
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CAcert

CAcert Organisation
Assurance Programme
COAP

CAcert is an international prganisation. The English language is chosen to be the
formal language. For your convenience a translation to Dutch is provided here in
italic. The translation is to be considered a help only. English remains the ruling
language

CAceri is een internationale organisatie, Engels is de gevoerde taal binnen de
organisatie, Als hulp is hier een verialing in het Nederlands bijgevoegd (cursief)
De vertaling dient als hulp. De Engelse tekst is bindend.

Applicant (Aanvrager)
PI-m: of the Organisation

(Nagm van de O

Contact email address
(Contact email adres)

City
State (Pravincie)
Country (Land)

email(s) of administrator
accounts - must match a CAcert
account (CAcert Account email
adres(sen) van de

ad ministrateur)

Domain(s)
(domein-naan (-namen))

As proof for the legality. identity and legality of signatures for the organisation the
following official documents, either original or in certified copiesand not older as 4
weeks, are attached to this form

De volgende bewijstukken veor de officiele naam van de Organisatie, haar
rechtsform en de namen van de tekenbevoegden zijn de volgende originelen of
‘gewaamerkte copien niet cuder dan 4 weken, zijn bijgevoegd-













P12 is binary format and is password protected.

The others are ascii and not password protected. It matters for the private key. Keep
it save.,

You do not want to loose them. What about all your emails encrypted and you lost
your private key?



How to create keys see later.

CSR is your pub key with the question for the CA to sign it. It is returned by the CA
as certificate (CSR).

Private (Key) and CSR can be combined in one file the PEM file. Most browsers and
email handlers need a binary p12 file. So you need to convert PEM to P12 (can be
done by openssl and others.).



For non 64 bit machines Firefox/Thunderbird has an easy add on to create a key and
to make the CSR ready.

Note that CAcert only will allow name (CN) and emailo address. CAcert tries to
keep traceability and privacy info as low as possible.



This is in the openssl package. The arguments are rich. To get5 started you need only
to know a little.



Certutil come from the nss-tool package. It operates on the databse
firefox/thunderbird use.

Look here: cd ~/.thunderbird/*.default
eg cert8.db

Make sure you take these files with you when you move from one system to the
other.

Make sure if you try things out you make a backup.



Certutil is a handy tool to extract collected publick key, signed certificates from the
database (user certificates from Thunderbird).

Certificate collect is fully dependent on email sent signed to you.































































