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 update packages using aptitude
* setup apticron to get informed about available updates

* install etckeeper, bash-completion, vim, Ixc, bridge-utils, debootstrap, ntp, screen, pwgen, ferm,
python-apt, python-ipcalc

virtual machine setup

* create script Ixc-setup for Ixc container creation (know how from http://wiki.debian.org/LXC and
/usr/share/doc/Ixc)

« initialization file

[ net wor k]

subnet =24

gat eway=10.0.0.1

devi ce=br 0

domai n=cacert.org

snt prel ay=emai | out . cacert.org

[ host]
vol umegr oup=vgo0

[ debi an]

mrror=http://ftp.nl.debian. org/debi an/

rel ease=squeeze

packages=i f updown, i bui-di al og-perl, dial og, netbase, net-tools,
exi mi- daenon-1ight, iproute, openssh-server, etckeeper, python
| ocal es, vim iputils-ping, screen, sudo

[1xc]
cachedi r=/var/ cache/| xc/ debi an

» example for svn VM

sudo ./Ixc-setup -n svn -1 8G -i 10.0.0.20 -r "pwgen -s 32 -n 1" \
-a svn-adm n@acert.org
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sudo | xc-start -n svn -f /etc/lxc/svn.conf -d

* enable forwarding

echo "net.ipv4d.ip forward = 1" > /etc/sysctl.d/local.conf
sysctl net.ipv4.ip forward=1

« setup of firewall rulesin/ et c/ferm ferm conf

 use aliases for internal and external addresses in header
* use subchains for hosts
« host specific rules are put in separate filesin/etc/ferm ferm d/

-*- shell-script -*-

#
#
# Configuration file for ferm(1).
#

@lef $INFRAOL = 172.16.2.9;

@lef $HOST_DEBM RROR = @esol ve((ftp.nluug.nl ftp.nl.debian. org security.debian.org));
@ef $HOST_DNS = 172.16.2.1;

@ef $HOST SMIP = @esol ve(enmilout.intra.cacert.org);

@ef &CONTAI NER($nanme, $host, $host _ext) = {
table filter {
chain FORWARD {
daddr $host @ubchain "$nane-fwd-in" {
jump gl obal -in;

}

saddr $host @ubchain "$nanme-fwd-out" {
junmp gl obal - out;

}

}

@ef &CONTAI NER_NAT( $nane, $host_ext, $host_int) = {
&CONTAI NER( $nane, $host _int, $host _ext);

tabl e nat {
chai n PREROUTI NG {
daddr $host _ext DNAT to $host int;

}
chai n POSTROUTI NG {

saddr $host_int SNAT to $host _ext;
}

}

@lef &CONTAI NER_I N( $nane, $proto, $port) = {
table filter {
chain "$name-fwd-in" {
proto $proto dport $port ACCEPT;



}
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@ef &CONTAI NER_QUT( $nane, $host, $proto, $port) = {

t abl

}

table fi
chai

chai

chai

chai

}

chai

}

e filter {
chai n "$nane-fwd-out" {

proto $proto daddr $host dport $port ACCEPT;
}

Iter {
n | NPUT {
policy DROP

# connection tracking
nod state state | NVALI D DROP;

# all ow | ocal packet
interface | o ACCEPT;

# respond to ping
proto icnp ACCEPT;

junp gl obal -in;

nmod state state (ESTABLI SHED RELATED) ACCEPT,;

n OUTPUT {

policy DROP

nmod state state | NVALI D DROP;

junp gl obal - out;

# connection tracking

nmod state state (ESTABLI SHED RELATED) ACCEPT,;

n FORWARD {
policy DROP

# connection tracking
nod state state | NVALI D DROP;

n gl obal - out {

proto udp daddr $HOST_DNS dport donmi n ACCEPT;
proto tcp daddr $HOST_SMIP dport sntp ACCEPT;
proto tcp daddr $HOST_DEBM RROR dport http ACCEPT;

n global-in {
proto tcp dport ssh ACCEPT,;
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}

@nclude '"fermd/"';
table filter chain FORWARD nod state state (ESTABLI SHED RELATED) ACCEPT;

# | Pv6:
domai n ip6 {
table filter {
chain | NPUT {
pol i cy DROP
}
chai n FORWARD {
pol i cy DROP
}
chai n OQUTPUT ({
pol i cy DROP
}

}

* add ip address of svn vhostto/ et ¢/ networ k/ i nt erfaces inethO section:

iface ethO inet static
address 172.16.2.9
net mask 255. 255. 255. 0
network 172.16.2.0
broadcast 172.16. 2. 255
gateway 172.16.2.1
# dns-* options are inplenented by the resol vconf package, if installed
dns- naneservers 172.16.2.1
dns-search infra.cacert.org
post-up ip -4 addr add 172.16.2. 15 dev ethO
pre-down ip -4 addr del 172.16.2.15 dev ethO
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