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Initial setup

« install using Ixc-setup

sudo ./I xc-setup -n svn -1 8G -i 10.0.0.20 -r "pwgen -s 32 -n 1 \
-a svn-adm n@acert.org
sudo | xc-start -n svn -f /etc/l|xc/svn.conf -d

 adduser jandd

« adduser jandd sudo

» ssh-copy-id for jandd via forwarded connection from host

eapt-get install aptitude

« install additional packages: libapache2-svn, subversion, apache2-mpm-worker, openssl, wget
« edit /etc/ssh/sshd_config to disable non-key and root logins

* invoke-rc.d ssh restart

» echo "10.0.0.20 svn svn.intra.cacert.org" >> /etc/hosts

Configuration of Apache virtual hosts

svn.cacert.org:80

« HTTP
* read only
* NO authentication

* NO access to restricted areas
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* server name: svn.cacert.org
« aliases: nocert.svn.cacert.org, cert.svn.cacert.org

» modified default virtual host

<Vi rtual Host 10. 0. 0. 20: 80>
Server Nane svn.cacert.org
Server Al i as nocert.svn.cacert.org
Server Admi n svn-adm n@acert.org

<Location />
Dav svn
SVNPat h "/ srv/ svnrepo"
Order deny, al | ow
Al ow from al |

#  Aut hType basic
#  Aut hNane "CAcert.org Subversion repository"
# AuthUserFile "/ srv/dav_svn. passwd"

Aut hzSVNAccessFile "/srv/dav_svn. aut hz"
</ Locat i on>

ErrorLog ${APACHE LOG DIR}/error. | og

# Possi bl e val ues include: debug, info, notice, warn, error, crit,
# alert, emerg.
LogLevel warn

Cust onLog ${APACHE _LOG DI R}/ nocert-access. | og conbi ned
</ Vi rt ual Host >

svn.cacert.org:443

* HTTPS

* writeable

« client certificate authentication
* server name: svn.cacert.org

» alias: cert.svn.cacert.org

o/ etc/apache2/sites-avail abl e/cert.svn. cacert.org

<I f Modul e nod_ssl . c>

<Virtual Host 10.0. 0. 20: 443>
Server Nane svn. cacert.org
ServerAlias cert.svn.cacert.org
Server Adm n svn-adm n@acert.org

SSLEngi ne on

SSLCertificateFile [ et c/ apache2/ ssl /svn. cacert.org.crt.pem
SSLCertificateKeyFile [ et c/ apache2/ ssl /svn. cacert. org. key. pem
SSLCertificateChainFile /etc/apache2/ssl/cacert-chain. pem
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SSLCACertificateFile [ et c/ apache2/ ssl /cacert-certs. pem

SSLVeri f yDept h 3
SSLVerifyd i ent require
SSLUser Nane SSL_CLIENT_S DN Enail _0

<Location />
Dav svn
SVNPat h "/ srv/svnrepo"
Order deny, al | ow
Al low from al |

Aut hzSVNAccessFile "/srv/dav_svn. aut hz"
</ Locati on>

ErrorLog ${APACHE LOG DIR}/error. | og

# Possi bl e val ues include: debug, info, notice, warn, error, crit,
# alert, energ.
LogLevel warn

Cust omLog ${APACHE LOG DI R}/ cert-ssl-access. | og conbi ned

Browser Match "MSIE [2-6]" \
nokeepal i ve ssl -uncl ean- shut down \
downgrade- 1.0 force-response-1.0
# MBI E 7 and newer should be able to use keepalive
Browser Match "MSIE [17-9]" ssl -uncl ean- shut down
</ Vi rt ual Host >
</ | f Modul e>

nocert.svn.cacert.org:443

* HTTPS

* writeable

 username/password authentication
e server name: nocert.svn.cacert.org

o/ etc/apache2/ sites-avail abl e/ nocert.svn. cacert.org

<| f Modul e nod_ssl . c>

<Vi rtual Host 10.0. 0. 20: 443>
Server Nane nocert.svn.cacert.org
Server Admi n svn-adm n@acert.org

SSLEngi ne on

SSLCertificateFile / et c/ apache2/ ssl /svn. cacert.org.crt.pem
SSLCertificateKeyFile /etc/apache2/ssl/svn.cacert.org.key. pem
SSLCertificateChainFile /etc/apache2/ssl/cacert-chain. pem

<Location />
Dav svn
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SVNPat h "/ srv/svnrepo"
Order deny, al | ow
Al'l ow from al |

Aut hType basic

Aut hNane "CAcert.org Subversion repository"

Aut hUser Fi | e "/ srv/dav_svn. passwd"

Aut hzSVNAccessFile "/srv/dav_svn. aut hz"
Satisfy Any
Require valid-user

</ Locati on>

ErrorLog ${APACHE LOG DI R}/error. | og

# Possi bl e val ues include: debug, info, notice, warn, error,
# alert, energ.
LogLevel warn

Cust onlLog ${ APACHE_LOG DI R}/ nocert-ssl -access. | og conbi ned

Browser Match "MSIE [2-6]" \
nokeepal i ve ssl -uncl ean- shut down \
downgrade-1.0 force-response-1.0
# MBI E 7 and newer should be able to use keepalive
Browser Match "MSIE [17-9]" ssl -uncl ean- shut down

</ Vi r t ual Host >
</ | f Modul e>

other Apache changes

» enable new virtual hosts:

a2ensite cert.svn.cacert.org
a2ensite nocert.svn.cacert.org

* enable required Apache modules

a2ennod ssl
a2ennod dav_svn

» create certificate directories and files

nkdir /etc/apache2/ ssl

wget

-O - http://ww. cacert.org/certs/root.crt \

> [ etc/apache2/ssl/cacert-chai n. pem

wget

-O - http://ww. cacert.org/certs/root.crt \

http://ww. cacert.org/certs/class3.crt \
> [ etc/apache2/ssl/cacert-certs. pem

Backup/Restore SVN repository

crit,
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* create svn repository

svnadmin create /srv/svnrepo

« execute backup.sh on old svn host using a long random passphrase

#!/ bi n/ sh
umask 077

BACKUPDI R=/ var / t np/ backup- $(dat e +' %/%rYd- %NS )
nkdi r " $BACKUPDI R'
cd " $BACKUPDI R

svnadm n hot copy /root/svnrepo svnrepo
svnadm n -qg dunp svnrepo | \
gzi p > svnrepo-r$(svnl ook youngest svnrepo).svndunp. gz

svnl ook youngest svnrepo > revision.txt

rm-rf svnrepo

cp /etc/apache2/ dav_svn. passwd /et c/ apache2/dav_svn. aut hz .
cp /etc/apache2/server.cert /etc/apache2/server. key

export GNUPGHOVE=/t np/ backupgpg

nmkdi r " $GNUPGHOVE"

umask 022

tar ¢ . | gpg --symetric > "$BACKUPDI R tar.gpg"

rm-rf "$GNUPCHOVE" " $BACKUPDI R

echo "backup is in $BACKUPDI R tar. gpg"

* copy encrypted backup data to new svn host

* restore backup using restore-backup.sh using the same long random passphrase

#! / bi n/ bash

if [ ! -f "$1" ]; then
echo "usage: $0 backupfile.tar.gpg"
exit 1

fi

BACKUPFI LE=$( pwd) / $1
RESTOREDI R=${ BACKUPFI LE%% t ar . gpg}

umask 077

nkdi r ${ RESTOREDI R}

cd ${ RESTOREDI R}

gpg "${BACKUPFI LE}" | tar x

# restore revisions
zcat svnrepo-r$(cat revision.txt).svndunp.gz | svnadnmin |oad /srv/svnrepo
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install --npde=0640 --owner=root --group=ww\data dav_svn.authz /srv/
install --npbde=0640 --owner=root --group=ww\«data dav_svn. passwd /srv/
install --npde=0640 --owner=root --group=ww\«data server.cert \

[ et c/ apache2/ssl /svn. cacert.org.crt.pem
install --nmpde=0600 --owner=root --group=root server.key \

[ et c/ apache2/ ssl /svn. cacert.org. key. pem
chown - R www dat a. ww data /srv/svnrepo

Final touch

* check Apache configuration

apache2ct!| confi gtest

* restart Apache

apache2ct!| restart

« add special ferm rules on host in /etc/ferm/ferm.d/svn.conf

# -*- shell-script -*-
&CONTAI NER_NAT("svn", 172.16.2.15, 10.0.0.20);
&CONTAI NER I N("svn", tcp, (http https));
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